F E AT U R E D A R T I C L E

By Mary Jacobs
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s cyber hacks continue to increase, the landscape is changing
in many ways. Companies and
business owners are taking on more
responsibility to ensure their businesses are more protected to avoid facing
legal and financial consequences. We
as individuals are required to be more
conscientious when sharing our personal information. And, with the Internet
of Things (IoT), our families, property,
and confidentiality are constantly being
invaded. So what can you do other than
unplugging everything and crawling under a rock? Below are a few simple tips
for you, your business, and your family
to increase your protection.

Ensure your suppliers are cyber savvy.
They should have a least the same level
of security you have and yes, this should
be more than nothing. Your contracts
should require suppliers to adhere to
customary practices designed to provide safeguards. Confirm this during the
beginning of your relationship, not after
something occurs.

Protect Your Business

In 2014, CNN Money reported that 47
percent of U.S. Adults had their personal information exposed by hackers;
likely this number has increased during
the past few years. The Identity Theft
Resource Center reported more than
28 million records exposed between the
beginning of the year and September
8, 2016. The industry response to its
consumers seems to be a letter stating,
sorry your security has been breached.
Here is your free year of credit monitoring services. While there isn’t a lot you
can do to change their system, you can
change the way you do things.

If you’re a small to mid-sized business
owner, you need to pay attention to
your cybersecurity. Particularly if you
are a supplier to larger companies
with sensitive information. More than
60 percent of data breeches occur at
small- and medium-sized businesses. Remember that cyber hack some
years ago at Target? Well, its network
was tapped by going through the HVAC
system networks. That hack changed
everything. Banks and customers sued
and the courts determined that Target
had a duty to protect its customers and
banks from criminal conduct of a third
party. This court case was followed by
the Alpine Bank lawsuit that established
that small companies are not immune
from liability for their role in data
breaches. Scared yet? It gets worse so
read on.
So how can you limit your business
liability?
Protect your data.
Here are few
tools to get you started. The Federal
Communications Commission has a
custom planning guide that you can
create dependent upon your business
needs. The other is a 30-minute webbased class oﬀered by the U.S. Small
Business Administration (SBA).

Consider cyber insurance. The National
Association of Insurance Commissioners
and the Center for Insurance Policy and
Research has good resources on cyber
risk management.

Protect Yourself

Use complex diﬀerent passwords. This
is like flossing your teeth. Your dentist
says do it every day and we either ignore them or hate doing it but in reality
it really helps. The easiest way to select
more secure passwords is to create
phrases that you’ll remember and then
insert numbers and symbols inside
them. For instance, if your phrase is
“My cat ate my two fish” the password
becomes Mycatatemy2fish. You then
create more complexity by changing
the values to symbols and numbers,
“Myc^t^t3my2fish!”

Set your online social media privacy settings. Social media sites like Facebook,
Pinterest, Instagram, and Snap Chat all
have security settings. The University
of Texas at Austin Center of Identity has
information on all of these, the settings
that are available, and what they mean.

Protect your Family
What is this Internet of Things we all
keep hearing about on the news and
radio? In a nutshell, the IoT is the network of products that all connect to the
internet in some way. It’s your printer,
your car, possibly your television, refrigerator, your security system, and
even your toaster. All of these things
are collecting data from you and your
family. That talking Barbie doll, it’s also
listening along with other learning toys
and gadgets like Amazon’s Alexa. Now,
are you getting scared? In reality, it
comes down to the price to play. If you
want the convenience of the product,
you may have to give up some of your
information. These days, big data is also
big business. Here are a few tips:
Keep your software updated. Those
pesky updates often contain new code
to help ward oﬀ prior computer breaches.
Limit your apps on your phone to reputable companies. And read the reviews
before downloading.
When using social media, don’t take
that quiz unless you’re really willing to
give away your preferences and receive
future spam.
Really think about the privacy price you
are paying and whether it’s worth the
value you personally receive before you
buy that newfangled device.

Shred your information. Place the
shredder by your door and shred your
unneeded mail before it gets into the
house. The benefit is you’ll also reduce
clutter in your own environment.
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Steve Bergsman is a nationally recognized financial and real estate writer.
For more than twenty-five years, he
has contributed to a wide range of
magazines, newspapers, and wire
services, including the New York Times,
the Wall Street Journal Sunday, Barron's,
Institutional Real Estate Letter, and Chief
Executive. Bergsman has written five
books on real estate investing.

Alec Ball is a junior at the College
of Charleston pursuing a Bachelor’s
of Science in finance with a minor in
real estate. Outside the classroom,
Alec participates in multiple student
organizations, including The College’s
real estate club. After graduation, Alec
hopes to enroll in a master’s of science
in finance graduate program.

Jose Gonzalez Rondon, SIOR, PIC, is
the executive director at Cushman
and Wakefield Mexico. His experience
includes working for Secured Capital
de Mexico a multinational banking firm
during the bidding process of several
distressed asset portfolios from IPAB
(Mexican RTC).

92 | SIOR Report

Marc Bonando, SIOR, CCIM, senior vice
president, managing partner, Kidder
Mathews, Long Beach, Calif, is proudly
focused on industrial real estate within
the high demand South Bay and Greater
Los Angeles. His highly successful and
respected career in commercial real
estate stems from over 14 years of
faithful service to his clients, industry,
and community. In this time, Marc has
completed more than 200 transactions
totaling over 5 million square feet.

Mike Ferrer, CCIM, MCR, has over 15
years of experience in Commercial Real
Estate focused on industrial warehouses, manufacturing, oﬃce buildings, and
vacant land. His CCIM and MCR designations provide the expertise required
to deal with complex investments and
transactions. Mike has close ties to
the local Charleston, South Carolina
community, and his expertise related to
Boeing and the port provides his clients
with a knowledgeable and confident
resource.

Michael Hoban has worked as a Bostonbased freelance writer for over two
decades, specializing in commercial
real estate and construction. He is
also the owner and principal of Hoban
Communications,
which
produces
content for CRE and A/E/C firms. He
is a regular contributor to the various publications of the Urban Land
Institute, including Urban Land, as well
as a primary contributor to The Real
Reporter, which was honored as the
Best Commercial Trade Magazine by
the National Association of Real Estate
Editors in 2015.

Jim Hochman, Esq., a partner at Schain
Banks Kenny & Schwartz law firm,
practices law for a wide range of clients
in real estate and real estate related
litigation. Hochman writes freelance
articles oﬀering some of his best advice
based on his 39 years of experience. He
can be reached at jhochman@schainbanks.com.

Mary Jacobs, is the Assistant City
Manager for the City of Sierra Vista in
Sierra Vista, Ariz., a leading hub for
cyber security in the U.nited States.,
including its own Fort Huachuca, which
is the headquarters of the Network
Enterprise
Technology
Command
(NETCOM) 9th Signal Command and
hosts the U.S. Army Intelligence Center
of Excellence. For more information,
visit www.sierravistaazbusiness.com/
key-industries/cyber-security.

David Liebman, SIOR, JD, LEED Green
Associate, specializes in industrial
property buyer and tenant representation, site acquisition, leasing, sales, and
build-to-suits. David enables his clients
to make informed real estate decisions
that fulfill all economic, functional, and
logistical objectives. He has completed
transactions in excess of $300,000,000
and 7,500,000 sq. ft. in the last 10 years.

Steve Lewis is president of Wordman,
Inc., a marketing communications firm
based in Loudon, Tenn. He has been
representing real estate clients and
covering the commercial real estate
industry for more than 30 years, and
he continues to write freelance articles
about the real estate industry.

Summer 2017 | 93

MEE T THE AUTHORS

Amanda Marsh is the founder of
Buzzmaestro LLC., a business writing
firm based in New York. She has over a
decade’s experience in commercial real
estate journalism and is a regular contributor to publications such as Bisnow,
Commercial Property Executive, MultiHousing News, and Real Estate Weekly.
Marsh is a member of Commercial Real
Estate Women (CREW) New York, as well
as a member of CREW Network’s editorial
and marketing committee.

Erin Stackley, Commercial Legislative
Policy Representative at the National
Association of REALTORS®, monitors and analyzes federal legislative
developments aﬀecting the field of
commercial real estate, and lobbies
the U.S. Congress to make sure that
their interests are addressed. Prior to
joining NAR, Erin worked for the House
of Representatives and had a legal fellowship with the National Federation of
Independent Business (NFIB).

George Ratiu is director of Quantitative
& Commercial Research with the
National Association of REALTORS® in
Washington, D.C. where he produces
the Commercial Real Estate Outlook—a
quarterly forecast of core property
sector fundamentals. He manages a
research portfolio focused on macroeconomic trends, commercial real
estate, and global investments. Ratiu
provides economic and industry insights in publications and keynote
presentations across the U.S.

Elaine Worzala, is the Director of the
Carter Real Estate Center and a professor of real estate in the Department of
Finance within the School of Business at
the College of Charleston. She is a graduate of the University of Wisconsin Real
Estate programs and also worked with
the undergraduate program at Colorado
State University. Worzala has also
worked extensively with graduate real
estate programs across the country.

John Salustri is a freelance writer
and editor-in-chief of Salustri Content
Solutions, a consultancy focused on
enhancing the written and online messaging of professional organizations.
Prior to launching SCS, he was founding
editor of GlobeSt.com. You can reach
John at salustri@optonline.net.
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Lawrence Yun is senior vice president
and Chief Economist at the National
Association of REALTORS®. He writes
regular columns on real estate market
trends, creates NAR’s forecasts, and
participates in many economic forecasting panels, including Blue Chip and the
Harvard University Industrial Economist
Council. He received his undergraduate
degree from Purdue University and
earned his Ph.D. from the University of
Maryland.

